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OUTSOURCE YOUR CYBER SECURITY TO AN EXPERT TEAM AND PAY-AS-YOU-GO

Being Cyber-aware is smart business

All businesses are vulnerable to cyber threats, but keeping yourself prepared for any cyber issue is easier than
you think. Today, physical and cyber security need to work together. It's called ‘converged security’. Our
specialist Optic cyber team will help you understand where your business' cyber gaps are and how to fix them.
Simple as that.

Cyber comes in different shapes and sizes

Cyber attacks come in lots of different formats — everything from ‘phishing emails' through to bits of code
dropped into networks to steal data. Most attacks can be deflected if basic protection is in place— hackers
will go for easier targets first. As the saying goes "“there are those businesses who know they've been hacked,
and those who don't” - if you use any IT, then you need to protect it.

CYBER AND INFORMATION MANAGEMENT. — SERfXEERC(S)E,;;’g'JgNTS M
CHOOSE THE OPTIONS TO SUIT
At Optic Security we offer a full portfolio of professional TRAINING & AWARENESS

services to help you understand the risks your business faces
and how to then make sure you fix or mitigate those, as well
as keeping you up to date. IT PROFESSIONAL SERVICES
Not everyone needs a full-time cyber/info expert. That's why RISK MANAGEMENT
Optic can be your pay as you go ‘virtual’ team member.
. . : - CYBER PROFESSIONAL SERVICES
From a basic review of your site or training and awareness
for your team, through to the enterprise level network,

application and cloud security risk and mitigation CYBER INTELLIGENCE CENTRE
management, we've got the people and tools to make it
straightforward, so you don't need to worry about it. — PHYSICAL SECURITY B

Optic Security Group is Australasia’s leading converged security provider with over 1,000 government,
commercial and defence organisations. Optic provides Cyber-as-a-Service as a standalone offering or as part
of an enterprise wide security and IT services portfolio.
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For a no obligation discussion about how Cyber-as-a-Service can be part of

your overall security management, contact us today. PHYSICAL
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Phone Optic Security Group on 09 950 9990 (NZ) 1300 72 98 72 (Australia)
Email: NZ@opticsecuritygroup.com or Australia@opticsecuritygroup.com ©Optic Security Group Ltd 2020

Australasia's leading
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LEAVE YOUR CYBER PROTECTION TO US

You can't avoid technology, and you shouldn't! But protecting your technology
use is just good business practice. Using an outsourced partner like Optic
Security can give you the expertise you need without having to employ it
yourself, protecting you with the most up to date threat management tools

available.

DON'T LET CYBER
CONCERNS HOLD
BACK YOUR

TECHNOLOGY USE

Business email compromise
Email compromise is when an
attacker gets access to an
employee’s email account without
their permission to carry out a
range of attacks or scams.

Data breach
A data breach is when private and
confidential information is
released into an unsecured
environment. This usually means
that the information becomes
publicly available and that others
can use it for personal gain, or to
cause harm to a business or
individual.
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Ransomware
Ransomware is a type of malicious
software that denies a user access

to their files or computer system
unless they pay a ransom

Phishing emails
Phishing happens when
scammers get hold of one of your
email addresses and they use it to
send emails to customers or staff -
usually asking for payments.

Insider threat
'Insider threat' is the term used to
describe a malicious threat to a
business or organisation from
someone who has inside
knowledge. It's one of the biggest
cyber security threats that
businesses face.

—Benial-of-service
Denial-of-service (DoS) attacks
aim to restrict or impair access to
a computer system or network.
They typically target servers to
make websites and payment
services unavailable — preventing
legitimate users from accessing
the online information or services
they need.

Credential dumps
‘When a list of email addresses
and other information (like
passwords) is published online
without permission. These can be
exploited by spammers and other
cybercriminals.

CERT NZ Common Threats

KNOWING WHAT TO DO WHEN YOU GET HACKED IS HALF THE RESOLUTION

Just having a plan in place, advised by the experts can mean that if anything goes wrong, you're on to it —
rather than literally not knowing where to start. The Optic Cyber team are ready to help and with a
confidential chat, can talk you through all the available options when it comes to outsourcing your cyber
protection in plain business English.

Understanding your business goals
* The first step will be to understand how your organisation operates and the wider
ecosystem you work in, including suppliers, contractors and partners as well as the flow of
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your operations, the processes you have in place and the resources you use.
On site and network audits and surveys
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* Using penetration tests and phishing techniques as well as network forensics, we'll see how /A
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easy your technology assets are to crack and what might already be sitting undetected.

Review of recommendations and options

* On the back of the audits, the Optic team will create both a report and discuss with you the
current state, vulnerabilities found (gap analysis) and recommendations for best practice
mitigation.
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