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ASSESS YOUR ENTERPRISE-WIDE PHYSICAL AND CYBER SECURITY RISKS

Today physical and cyber security need to work together to cover all potential threat entry points— it's called

converged security.

If someone can get access to your physical premises, they can get access to your ‘digital’ and visa versa. In a
world where those threats evolve everyday it can be hard to know what to look for— which is where Optic

Security Group can help.

Our specialist team will assess your holistic ‘whole-of-business' enterprise-wide risk profile and, as a trusted
partner, work with your team to help rank and prioritise what needs to be done to keep your people, buildings

and information assets safe.

GET UNBIASED INSIGHT AND RECOMMENDATIONS ON YOUR THREAT LANDSCAPE

Site and Network Audits to uncover issues

A converged audit highlights the vulnerabilities across
your business that could cause your organisation,
staff, or customers harm.

The audit covers the Protective Security Requirements
(PSR) and reviews your physical, information (cyber)
and personnel security, governance, and policies. We
look at all security risks - whether they are onsite or
due to network and other IT exposure. We also look at
how ready you are to deal with any incident or threat.

Adhere to Industry Standard Frameworks

Using the government-recommended Protective
Security Requirements as well as the US NIST
frameworks, Optic Security will help you
understand and build a coordinated and
integrated risk management strategy and plan.

We'll build a comprehensive picture of the key
elements of an Enterprise Security Risk
Management (ESRM) plan and the standards
you should be aiming for and why.

GET PEACE OF MIND WITH A MANAGED SECURITY SERVICE THAT OPERATES 24/7

By utilising our skilled and licensed team of professionals with deep expertise and experience, Optic can give
you peace of mind without you needing to invest in an expensive in-house team.

Optic Security Group is Australasia's leading converged security providers with over 1,000 customers,
including government, commercial and defence organisations, and our ‘PSR Capability’ has been rated by
the New Zealand Security Association audit as ‘Managed'’. We provide Converged Security Risk Assessments
as a standalone offering or as part of an enterprise wide security and IT services portfolio.

GET IN TOUCH TODAY TO FIND OUT MORE!

POLICY &
GOVERNANCE

For a no obligation discussion about how a Converged Security Risk

Assessment can help your business, contact us today.
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Email: NZ@opticsecuritygroup.com or Australia@opticsecuritygroup.com
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GET A RISK ASSESSMENT IN THE CONTEXT OF YOUR BUSINESS GOALS

Optic Security Group is a specialist in threat detection and mitigation plans. Working with your internal
teams and suppliers or partners, our experienced team will work with you to find potential vulnerabilities
across ALL aspects of your business.

We follow an Enterprise Security Risk Management (ESRM) approach, which seeks to understand your
business and your business goals, how you value your assets and what your 'risk appetite’ is prior to
undertaking a process of identifying and assessing the risks to your business:

Understanding your business goals

* The first step is to understand how your organisation operates and the wider ecosystem you work
in, including suppliers, contractors and partners as well as the flow of your normal operations, the
processes you have in place and the resources you use. Understanding your business also helps
us identify people and process areas that need developing.

On site and network audits and surveys i,

* Using a PSR framework, our trained team will audit your physical facilities and assess your current -@-
security set up. IT specialists will also look at your internal and outward facing digital assets and ="
processes and any protection already in place.

Review of recommendations and options . o
* The Optic team will create a report and discuss with you the current state vulnerabilities found I:ET?‘]
(gap analysis) and recommendations for best practice mitigation.

PUT A PLAN IN PLACE TO MITIGATE RISKS RISK MANAGEMENT
AND ANTICIPATE NEW THREATS METHODOLOGIES
Once you have an up to date risk assessment with mitigation ESRM

recommendations, Optic can help you deliver a revised Security

plan and help support any business case requirements.

Security in a rapidly changing workplace will need to be reviewed @
on a regular basis and the team at Optic can help you manage that

via their ‘'Managed Security as a Service' portfolio where you can

pick and choose the things you need, when you need them. NH

ENTERPRISE SECURITY RISK MANAGEMENT CAN SAVE YOU MONEY

* Less risk means fewer claims or harm caused

* Good security and safety procedures usually means better processes that are more efficient to run

« Effective risk management usually means less expensive insurance premiums

* Less employee distraction dealing with issues that can easily be managed in advance

* In an emergency (e.g. a cyber attack), everyone knows the response plan and issues can be resolved
quickly, with further damage significantly reduced.
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